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ATaysl

BR24992975 «Kacaumpl HHTEJIJIEKT JKoHE IIoT
TEXHOJOTHSJIAPBIH ~ KOJJaHa  OTBIPBI, TaMaK  OHIEY
KOCIITOPHBIHBIH MU(PITBIK €Ti31iH xKacay»

O3ekTir

Kazakcran  PecmyOnmkacel  eHepkociOiHiH — 1HQpPIBIK
TpaHC(POPMALUACHIHBIH CTPATETUSIIBIK MIHACTIH IIeNTy. A3bIK-
TYJIK ©HEPKociOl KOCIMOPHBIHAA KEIIeHII ITMGPIBIK eTi3zi
eHrizy  emmeri  mepcrnektuBanblk — «umyctpus  4.0»
TEXHOJIOTHSAJIAPBIH JAMBITY OOWBIHIIA MPaKTHKAJIBIK KaJam
Oonbin TabbUTagBl. XKoba GackapyablH ASCTYpIl oAicTepiHEH
3aMaHayW, IepeKTepre HeTi3AeNTeH TaCIre KOIryre MyMKiHIIK
Oepeni, OyJ OTaHIBIK KOCIMOPHIHIAPIBIH THIMIUIT MEH
Oocekere KaOUIETTNITH apTTHIPYABIH HEri3ri (GakTOphl OB
TaOBUIAIEL.

Makcatsl

KP enepkacibin mudpisik Tpancopmanusiayra, "MagycTpus
4.0" mepcHeKTUBAIBIK TEXHOJOTHSUIAPBIH JaMbBITyFa KOHE
Ka3aKCTaHJbIK FBUIBIMHBIH 3USATKEPJIIK OJICYETiH HBIFAMTyFa
BIKIIAJI €TEeTiH ’KacaHIbl HHTEIIICKT IeH IloT
TEXHOJIOTHSJIAPbIH  KOJIJaHA OTBIPBIN, TaMakK ©HEpKaciOi
KOCIOPHBIHBIH MUGPIIBIK €Ti3iH jKacay.

Minnerrepi

1. KocinopelHHBIH aFbIMIarbl JKaraiiblHa KeIIeHIl Taljay
KYPri3y, TEXHOJOTFSUIBIK KENepriiepAi aHbIKTay IKOHE
uuGpIaHABIPYIAFbl HET13T KOKETTUTIKTepAl ailKpIHAaY.

2. OHAIPICTIK MPOLECTEPIiH KSIICHII UMUTALUSIIBIK MOJCITIH
93ipIiey KOHE «Tap JKepIep/i» *KoHE THIMCI3 onepanusiapabl
CaH/BIK Oaranay.

3. OuepkoacinTik 3arrap uHtepHeTi (IIoT) TexHOMOTHSIIAPHIH
naiiianana OTBIPHIIN, IePEKTEPAl HAKTHI YaKbITTa JKUHAY JKOHE
cakTay YIIiH HHPPaKYPbUIBIMIEI KYPY.

4. YnkeH pepekTepai Tannay, aybITKYJIapasl aHBIKTAYy,
aOJIbIKTapra 0OJKaMIIbl KbI3MET KOPCETY KOHE OHJIPICTIK
KecTenep/ll OHTaimaHaplpy yiuiH xkacauabl uHTemiekT (JKN)
ANTOPUTMIIEPIH 331pJIey JKHE eHTI3Y.

5. Hudprbix erizdeH THiMAL 63apa SpeKeTTecy YIIiH bIHFaiIbl
XKoHe (PYHKIMOHAIIBI Maiananysl HHTepdeicin xkacay.

6. O3ipJeHreH JXYWeHIH THUIMIUIIH pacray JKOHE OHBI
TOJNBIKKAHIBI ~ €HTI3yre JalblHAAy YHIH  KOCIMOpHIHIA
TOXKIpUOeIiK Maiaanany sl XKYprisy.

KyTinerin skoHe KOJ KeTKi3iireH
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3artap uHTepHeTi (I0T) KypbUIFbUIApBIHAH JEPEKTEPIIi JKOHE
KacaH/Ibl MHTEJUIEKT aJITOPUTMIIEPiH OIpiKTIpeTiH KeleHI
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KoJ skeTki3ijiren HoTHIKEIEP:

Kacinopbiara KemeHai Taijgay >KYpri3ulnin, eHIIpPICTIK «Tap
XKepiepli» CaHIbIK TYPFbIAAa aHBIKTayFa MYMKiHAIK OepreH
PETTENreH UMUTALUSIIBIK MOAEIIb KacaJ bl




3epTTey TOOBI MYyILIEJIEPiHiH aThI-
YKOHI, OJIAPIBIH UACHTHU(DHUKATOPIIAPHI
(Scopus Author ID, Researcher ID,
ORCID, 6ap 6oica) sxoHe coiikec
npodIbIepTe CiaTemMenepi

1.  Awmwupxanosa ['ynpmar AMaHX0JI0BHa
Scopus Author ID: 57192719131

ORCID: 0000-0003-3933-5476
Researcher ID: E-2791-2015

2. bensrubaes baypxxan AOapaxuMoBUY
Scopus Author ID: 57223978289

ORCID: 0000-0002-6857-3775

3. Kaiicanosa /lunapa CaiinayoBHa
ORCID: 0000-0002-8116-6111

4. Kynenbaes Mypar MepkeOexoBuY
ORCID: 0000-0002-5648-4476

5. TromenbepamaoBa ['ynmbsHYp ANTIBICKBIZEI
ORCID: 0000-0002-4322-8983

6. AnwmnkanoBa CantaHat AJbMyXaHOETOBHA
Scopus Author ID: 57194443737

ORCID: 0000-0003-1768-064X

7. CakspmbexoBa Mepyept XKymabexoBHa
ORCID: 0000-0002-6652-1357

8. Kapeimcakosa lapus TnetaeBHa
ORCID: 0009-0001-6907-7044

9. Ma3zaxos Tanrat XKakynoBuy

10. Tnerait [llonman TieTalKpI3bl
ORCID: 0000-0003-0219-0015

11. Ab6munngaeBa Acenb AcCbhUIOEKOBHA

12. baibkanoBa Jluna OHgackIHOBHA
ORCID: 0000-0002-6109-8174

13. Chen Siming

14. Fu Yanwei

15. AmupxanoB baysipxan CaiinameBuy
ORCID: 0000-0002-4915-0347

16. Komanosa AiipiM Kanararosna
ORCID: orcid.org/0009-0008-1496-7809
17. Hypras3sl Tomupuc Hypmatkeizsl
Scopus Author ID: 59659920000

ORCID: 0009-0001-6650-5517

18. Yang Chenghan

19. AcnanoB AMaHXaH

20. Hca Cabuna XKancOaiKbI3bl

ORCID: 0009-0005-3477-1609

21. Aomymxamut Hazaproxka XeKuMTyI0BAY
ORCID: 0009-0000-1503-3508

22. AWIBIHYIB A3UM

ORCID: 0009-0000-0176-5919

23. AmupxanoB AnuxaH baysipxaHyibt
ORCID: 0009-0003-3708-3153

24. Numyp3un Tumyp PunatoBuu
ORCID: 0009-0009-1037-4501

25. Opazansl Opsrabacap Faanyibr.

26. 3aypanOex Maausp AcxaTyibl

27. ToxtaceiH Mupac Mypatysl
ORCID: 0009-0003-8682-8262

28. PaeBa AnnHa ApMaHKBI3BI

ORCID: 0009-0001-4257-6919

BacbuibiMap TiziMi oHE OJIapIbIH
cinremenepi

Scopus:
1. Amirkhanov, B., Amirkhanova, G., Kunelbayev, M.
Adilzhanova, S., & Tokhtassyn, M. (2025). Evaluating HTTP,

MQTT over TCP and MQTT over WEBSOCKET for digital




twin applications: A comparative analysis on latency, stability,
and integration. International Journal of Innovative Research
and Scientific Studies, 8(1), 679-694.
https://doi.org/10.53894/ijirss.v8il.4414

2. S. Adilzhanova, M.Kunelbayev, G. Amirkhanova,
Ye.Zhussupov, A.Tortay. Development of a data collection and
storage system for remote monitoring and detection of security
threats in the enterprise / IJIRSS Vol. 8§ No. 2 (2025)
https://doi.org/10.53894/ijirss.v8i2.5136

3. Amirkhanov, B. ., Nurgazy, T. Amirkhanova, G.
Kunelbayev, M.., & Tyulepberdinova, G.. (2025). Creating 3D
models of production equipment and infrastructure using
Blender International Journal of Innovative Research and
Scientific Studies, 8(1), 1572-1588.
https://doi.org/10.53894/ijirss.v8i1.4704

4. Adilzhanova, S., Kunelbayev, M. Amirkanova, G.
Tyulepberdinova, G., & Dana, S. (2025). Analysis of the
dynamics of cyberattacks and fraud methods using machine
learning algorithms for IloT: Information security of digital
twins in Industry 4.0. International Journal of Innovative
Research and Scientific  Studies, 8(2), 4012-4026.
https://doi.org/10.53894/ijirss.v8i2.6201 |

KKCOH:
1. C. OnimkanoBa, A. Urinmanynsr, I'. TynenOepauHoBa, A.
CanmanoBa, I OwmipxaHoBa. Tamax  eHepkacibOi

KOCITIOPHBIHBIH HUQPIBIK eri3iH a3ipiey Oapbickinaa dos-
malOybUIIapabl aHBIKTAY XKOHE MaiIajaHyIIbUIApAbIH MiHE3-
KYJIKBIH alKbIHAAY VIIiH KypHAIIAPI6l TAIAayAbl Konnany //
Ka3sATK xa6apmisicel. 136-rom Ne 1 (2025), 96-107 066.
https://doi.org/10.52167/1609-1817-2025-136-1-96-107

2. T.A. OwipxanmoBa, M.M. Kynenbaes, TI.A.
TynenbepnuunoBa, M.M. TokracbiH, A. AWIBIHYIBI, A3BIK-
TYJIK ©HepKaciOiHaeri mUQPIBIK eri3fep cajlachbiHAarbl
arbIMJIaFbl YPJAICTED MEH O3BIK TEXHOJIOTHSIAD TYypasbl
oneduertepre mony, «LLIKTY XABAPIIBICHI», 2025, Ne 1,
120-130 66. doi: 10.51885/1561-4212 20251 120

Kondepenuus makaaaaapbi:

1. Amirkhanova, G., Amirkhanov, B., Tyulepberdinova, G.,
Ishmurzin, T. (2024). Application of Machine Learning
Algorithms in Digital Twin Monitoring Systems: An Overview
of Approaches, Methods, and Prospects. In 2024 International
Conference on Intelligent Computing and Next Generation
Networks (ICNGN) (pp. 01-05). 2024 International Conference
on Intelligent Computing and Next Generation Networks
(ICNGN). IEEE.
https://doi.org/10.1109/icngn63705.2024.10871832
https://ieeexplore.ieee.org/document/10871832

2. Kunelbayev, M., Amirkhanov, B., Zauranbek, M.,
Abdulkhamit, N., Adilzhanova, S., Nurgazy, T. (2024). Al-
Enabled Digital Twins: Soft Computing Methods for Industrial
Data Mining. In 2024 International Conference on Intelligent
Computing and Next Generation Networks (ICNGN) (pp. 01-
05). 2024 International Conference on Intelligent Computing
and Next Generation Networks (ICNGN). IEEE.
https://doi.org/10.1109/icngn63705.2024.10871831



https://doi.org/10.1109/icngn63705.2024.10871831

https://ieeexplore.ieee.org/document/10871831

3. Amirkhanov B., Kunelbayev M., Tuylepberdinova G.,
Mansurova M., Amirkhanova G. Heat pump system of
renewable energy sources utilization as a basis for the
development of a digital twin // Proc. of the 7th Int. Conf. on
Nucl. and Ren. Energy Res. (NURER 2024). Asnranmus,
Typkus, 2024 xeuirsl 27-30 ka3an. Anranus, 2024. b. 166-
179.
https://nurer2024.org/fs_/filessNURER 2024 Proceedings v4
.pdf

4. Nmmyp3una T.P., OmipxanoB b.C., CakpimoexoBa M.XK.,
Tynmembepnmuaosa I'.A. IoT TtexHomorWsIapelH KoJgaHa
OTBIPBIN, THQPIBIK eri3mi  a3ipiaey VOIiH AepeKTepmi
BU3yalu3alMsjIay JKOHE MOHHTODHUHTLIEY —HICHIiMACpiH
canpIcTeipMansl Tangay // «udopmaruka sxoHe KOgaHOamb!
maTtematukay IX  XanblKapalblK  FbUIBIMH-TPAKTUKAIBIK
KOH(EepEeHIMACHIHBIH MaTepuanaapbl. Anmartbl, Kazakcras,
2024 xpurrsl 31 kazan — 1 kapama. Anmatsl, 2024. b. 137-141.
https://conf.iict.kz/wp-
content/uploads/2025/01/collection. CSAM IX 2024.pdf

5. Hypraser T.H., OwmipxanoBa I'.A., Kapsimcakosa [I.T.
Blender KOMETiMeH OHJIIPICTIK JKaOIBIKTapIBIH
nHppakypeIbIMBIHEIH, 3D Mopmemsmepin  kypy  //
«Mudpopmartnka xoHe KojmaHOamel Marematmka» X
XanbIKapasiblK  FBUIBIMU-TIPAKTUKAIBIK  KOH(EPEHIHACHIHBIH
marepuannapsl. Anmatsel, Kazakcran, 2024 xputrsl 31 Ka3za —
1 xapama. Anmarel, 2024. B. 148-153. https://conf.iict.kz/wp-
content/uploads/2025/01/collection. CSAM IX 2024.pdf

6. B. Amirkhanov, M. Tokhtassyn, G. Tyulepberdinova, S.
Adilzhanova, A. Amirkhanov. Comparative analysis of IOT
communication protocols and platforms for digital twin
integration in the open twin framework // On-®dapabu
ateiagarel Kaz¥ Y -HiH 90 keUiabiFbiHa skoHe akagemuk 111, C.
CMaryIoBTHIH 75 xbulbiFbiHa apHanran "Computational and
Information Technologies in Science, Engineering and
Education" (CITech-2024) Xanpikapanslk KOH(DEpEeHIHs
Te3UCTepiHiH  >KkuHarbl  Anmatel, 2024, B, 120.
https://acagor.kz/media/uploads/citech-

2024/CITech2024 Abstracts_ver4.pdf

7. Aidynuly, G. Amirkhanova, D. Zhaisanova, N. Zholdas
Databases in digital twins and IIOT: comparison and choice of
technologies // On-®apabu arteiHgarel Ka3z¥V-wiH 90
KbULAbIFbIHA koHe akagemuk I, C. CwmaryioBTBIH 75
KbULABIFBIHA apHasiFaH  "Computational and Information
Technologies in Science, Engineering and Education"
(CITech-2024) Xamnbikapanblk KOH(pEpEeHIHsS Te3UCTEPiHIH
JKUHAFbBI Anmarsl, 2024. b. 50.
https://acagor.kz/media/uploads/citech-

2024/CITech2024 Abstracts verd.pdf

8. B. Amirkhanov, M. Kunelbayev, T. Nurgazy, G.
Tyulepberdinova, S. Adilzhanova and G. Amirkhanova,
"DigitalEgiz: Integration of a Digital Twin to Improve the
Efficiency of a Single-Phase Inverter for a Photovoltaic Solar
Module," 2024 7th Asia Conference on Cognitive Engineering
and Intelligent Interaction (CEII), Singapore, Singapore, 2024,
pp. 119-129, doi: 10.1109/CEI165291.2024.00032.




ITaTeHTTEp Typasisl aKmapar

IIatenT:

IMatent: 1. KZ 10232 GOIF 2025 Ilaiinansl Mojenbre NaTeHT
MyHaii eHiMIepi MEH Cy JIEHreiliepiH aHbIKTayFa apHaJFaH
KyHe
https://gosreestr.kazpatent.kz/Utilitymodel/Details?docNumbe
r=415575 2. Ne 56765, «15» cayip 2025 xbur Grafana xone
Prometheus mnaiinamana OTBIpBIN, OHIIPICTIK MpoHecTepai
MOHHUTOPHHT1JIEY JKYHeciH OaraapiiaMalbIK iCKe achlpy

ABTOPJIBIK KYJJIiK:

1. KZ 54286, «6» akman 2025 xbu1 TimescaleDB ixone
InfluxDB yakpITTBIK KaTapiap 1epeKKOpPIapbIHBIH OeHIMAapKiH
Oarmapiamansik icke aceipy 2. Ne 56765, «15» cayip 2025 xbin
Grafana >xone Prometheus maiimanmana OTBIPBIN, ©HAIPICTIK
MIpoLIecTepAi MOHUTOPHUHTIICY KYHeciH OarqapiamalibiK icKe
aceIpy




